From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 7:50 PM
To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael

o+l (b) (6) Epley, Veronica; Flores, Gina; Durkovich, Caitlin

Subject: Re: Statement

If we are going this route, we need to oush back stronger. We never approved of this approach
and the individuals who piblished it did so without approval from nppd leadership.

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 07:48 PM

To: Spaulding, Suzanne; Beland, Michael

dl(b) (6) Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin
Subject: Re: Statement

' Suzanne and Mike,

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip
markings that was posted to HSIN without approval. Here is the draft statement I would like
to send to opa asap.

Here is the link:

http://wwwl.rollingstone.com/extras/13637_DHS%201P%20Special.pdf

Please let me know if this is ok.

Bob

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 07:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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Boogaard, Peter

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 8:51 AM

To: Kroloff, Noah; Sandweg, John

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy; Colburn, Brent
Subject: RE: Statement

apologies, trying to couple on my bb.

(b) (5)

Congress requires DHS’ National Operations Center (NOC) “to provide situational awareness and
establish a common operating picture for the entire federal government and for state, local,
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack
and ensure that critical terrorism and disaster-related information reaches government
decision-makers.” Under this requirement, the NOC monitors social media only for situational
awareness purposes during times of crisis, such as a terrorist attack or earthquake.

————— Original Message-----

From: Kroloff, Noah

Sent: Wednesday, February 29, 2012 8:48 AM

To: Boogaard, Peter; Sandweg, John

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy; Colburn, Brent
Subject: RE: Statement

The first para is unintelligible. Do you want me to edit or do you want to correct?

----- Original Message-----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 8:46 AM

To: Kroloff, Noah; Sandweg, John

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy
Subject: RE: Statement

How about this?

(b) (3)







What is the violation of privacy standards?

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:22 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[« (D) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Most recent statement is attached.

(b) (3)

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 ©8:19 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: [(OXG) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.

----- Original Message -----

From: Durkovich, Caitlin

Sent: Wednesday, February 29, 2012 08:16 AM

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: [(OX@) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (5)

Caitlin Durkovich
Chief of Staff
I ot Protection and Pr¢ ‘ams DiI toi U.S. Department of Hol ".and ty

OIO)

----- Original Message -----

From: Flynn, William

Sent: Wednesday, February 29, 2012 08:08 AM

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin;
Beland, Michael; Davis, Robert M
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cc: [(WX@) Epley, Veroﬁica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy
Subject: Re: Statement

Background: IP (POD division) compiles an open source report on critical infrastructure which
is posted to HSIN. The contract for this service recently changed and the new contractor
inappropriately conducted some "analysis" to the open source information (in this case). When
it was brought to my attention the report was pulled (other steps have also been taken).
However the fed staff undertook a thorough review and every source is traditional media. The
report references social media resources but that was found in traditional sources. No
monitoring of social media took place.

William F. Flynn
Acting Assistant Secretary
Office of Infrastructure Protection
US Department of Homeland Security
(b) (6)

(b) (6)

(b) (6)

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 @6:47 AM

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

ol (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Based on his review and facts presented to him at the time, Bill Flynn does not believe the
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing
social media in violation of privacy standards. He is double-checking to confirm.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 11:15 PM

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

cc: (UX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (3)

----- Original Message -----

From: Kroloff, Noah

Sent: Tuesday, February 28, 2012 11:12 PM

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

Cc: (WX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy
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(b) (6)

(b) (6)

(b) (6)

OIO)

(b) (3)




----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

cec: (OX@) ' Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

Chief of Staff

National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 09:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

Ccc: (OX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 09:07 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

cc: (OO Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

(b) (5)

————— Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:03 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

Cec: (OX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: RE: Statement

(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.
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----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 8:55 PM

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

cc: (NG Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

Couple changes.

Is this accurate? Our FO likes this approach. If there are different opinions, let me know.

(b) (3)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 08:35 PM

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

Sl (b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

We are still working the dates, but, based upon the document and our recollection, it was
posted to hsin and one cannot access the materials on hsin without a password. Once we get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security
(b) (6)

(b) (6) (m)

(b) (6)

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 08:20 PM

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

(Sl (D) (6) - Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?

(b) (5)

81









Boogaard, Peter

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 8.:46 AM

To: Kroloff, Noah; Sandweg, John

Cc: Grossman, Seth; Callahan, Mary Ellen; Shiossman, Amy
Subject: RE: Statement

How about this?

(b) (5)

Congress requires DHS’ National Operations Center (NOC) “to provide situational awareness and
establish a common operating picture for the entire federal government and for state, local,
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack
and ensure that critical terrorism and disaster-related information reaches government
decision-makers.” Under this requirement, the NOC monitors social media only for situational
awareness purposes during times of crisis, such as a terrorist attack or earthquake.

————— Original Message----~-

From: Kroloff, Noah

Sent: Wednesday, February 29, 2012 8:40 AM

To: Boogaard, Peter; Sandweg, John

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy
Subject: RE: Statement

Can we say something about the employees being disciplined in the on the record?

----- Original Message-----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 8:37 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: (DX@) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

According to Bill Flynn, they were not looking at social media. They exceeded their writ by
doing analysis, but it was based on traditional media sources.

----- Original Message -----

From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 08:25 AM
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To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: [(OX@) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Just talked to our chief privacy officer. At the very least they violated the situational
awareness pii because these individuals did not havew the authority to be locking at social
media and drawing cinclusions based on that analysis. That is why we changed the language to
privacy standards.

————— Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 08:24 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, 3John;
Beland, Michael; Davis, Robert M

(d+l(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

What is the violation of privacy standards?

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 98:22 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

d2l(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Most recent statement is attached.

(b) (3)

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:19 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[ql(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.

----- Original Message -----

From: Durkovich, Caitlin
Sent: Wednesday, February 29, 2012 08:16 AM
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Based on his review and facts presented to him at the time, Bill Flynn does not believe the
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing
social media in violation of privacy standards. He is double-checking to confirm.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 11:15 PM

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

[l (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (3)

————— Original Message -----

From: Kroloff, Noah

Sent: Tuesday, February 28, 2012 11:12 PM

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

[dFl(b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Where r we on this

----- Original Message -----

From: Sandweg, John

Sent: Tuesday, February 28, 2012 10:26 PM

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M
[l (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy

Subject: Re: Statement

Definitely think that the more we can push back on any inaccuracies the better.

That said, assuming he isn't going to pull down the blog post, with other similar privacy
related issues out there, we need a clear statement that explains that this report was
drafted in violation of our privacy standards.

+ Noah and Amy.

————— Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:21 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

[+l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John; Callahan, Mary Ellen

Subject: Re: Stafl ient

Also looping MEC.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:19 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M
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cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John
Subject: Re: Statement

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed.

----- Original Message -----
From: Spaulding, Suzanne
Sent: Tuesday, February 28, 2012 10:04 PM
To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M
dFl(b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

(b) (5)

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

[l (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

Chief of Staff

National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

————— Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 99:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

(3l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?
----- Original Message -----

From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 @9:07 PM

To: Durkovich, Caitlin; Beland, M: Iael; Davis, Robert M; Spauldit Suzanne
cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David

Subject: Re: Statement

(b) (5)




----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 ©9:03 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

Cc: (OO Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: RE: Statement

(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 8:55 PM

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

Cc: (OO Epley, Veronica; Flores, Gina; Flynn, William
Subject: Re: Statement
Couple changes.

Is this accurate? Our FO likes this approach. If there are different opinions, let me know.

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 08:35 PM

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne
[dl(b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

We are still working the dates, but, based upon the docu our recol. :tion, it
pt b .n and one cannot access the materials on hsin without a pa ord. Once v get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security
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----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 08:20 PM

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

cc: [(OX@) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?

(b) (3)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 97:55 PM

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne

(D) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 87:52 PM

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael

(D) (6) Epley, Veronica; Flores, Gina

Subject: RE: Statement
Can we get the link to the blog post? Need to understand the context.

----- Original Message-----

From: Boogaard, | :er

Sent: Tuesday, February 28, 2012 7:50 PM

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael

cc: (OB Epley, Veronica; Flores, Gina; Durkovich, Caitlin
Subject: Re: Statement '

If we are going this route, we need to oush back stronger. We never approved of this approach
and the individuals who piblished it did so without approval from nppd leadership.

S0



----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 ©7:48 PM

To: Spaulding, Suzanne; Beland, Michael

[dSM(b) (6) Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin
Subject: Re: Statement

Suzanne and Mike,

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip
markings that was posted to HSIN without approval. Here is the draft statement I would like
to send to opa asap.

Here is the link:

http://wwwl.rollingstone.com/extras/13637_DHS%201IP%20Special.pdf

Please let me know if this is ok.

Bob

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 97:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man

91



Boogaard, Peter

From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 8:44 AM
To: Kroloff, Noah; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William;
Sandwedq, John: Beland, Michael; Davis, Robert M
Cc: Epley, Veronica, Flores, Gina; Hess, David; Grossman, Seth; Callahan,
ary Ellen; Chandler, Matthew
Subject: RE: Statement

Working on it. emails crossed. Also adding some background per WH.

----- Original Message-----

From: Kroloff, Noah

Sent: Wednesday, February 29, 2012 8:42 AM

To: Boogaard, Peter; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William;
Sandweg, John; Beland, Michael; Davis, Robert M

cc: [(OXG) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Chandler, Matthew

Subject: RE: Statement

Pete--look at what u just sent below. Needs to be edited.

----- Original Message-----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 8:41 AM

To: Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah;
Sandweg, John; Beland, Michael; Davis, Robert M

(dS;(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Chandler, Matthew

Subject: Re: Statement

Right, which according to MEC was a violate of privacy standards. Updated.

(b) (5)

----- Original Message -----

From: Shlossman, Amy

Sent: Wednesday, February 29, 2012 98:38 AM

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah;
Sandwc-, John; Beland, Michael; Davis. Robert M

dl(b) (6) Ep. 1, Ve Flores, Gina; | . David; Grossman, Seth; Callahan,
Mary Ellen; Chand. -, Matthew

Subject: Re: Statement

+matt

----- Original Message -----
From: Spaulding, Suzanne
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Sent: Wednesday, February 29, 2012 08:36 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[dSl(D) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

According to Bill Flynn, they were not looking at social media. They exceeded their writ by
doing analysis, but it was based on traditional media sources.

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 ©8:25 AM

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

(S8 (h) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Just talked to our chief privacy officer. At the very least they violated the situational
awareness pii because these individuals did not havew the authority to be looking at social
media and drawing cinclusions based on that analysis. That is why we changed the language to
privacy standards.

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 08:24 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[dSl(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

What is the violation of privacy standards?

————— Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 ©8:22 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

d3l(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Most recent statement is attached.

(b) (5)

----- Original Message -----
From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 08:19 AM
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To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

Cc: (DK@ Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.

----- Original Message -----

From: Durkovich, Caitlin

Sent: Wednesday, February 29, 2012 98:16 AM

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: (KO Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (5)

Caitlin Durkovich
Chief of Staff
National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Flynn, William

Sent: Wednesday, February 29, 2012 98:08 AM

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin;
Beland, Michael; Davis, Robert M

[d$H(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Background: IP (POD division) compiles an open source report on critical infrastructure which
is posted to HSIN. The contract for this service recently changed and the new contractor
inappropriately conducted some "analysis" to the open source information (in this case). When
it was brought to my attention the report was pulled (other steps have also been taken).
However the fed staff undertook a thorough review and every source is traditional media. The
report references social media resources but that was found in traditional sources. No
monitoring of social media took place.

William F. Flynn

Acting Assistant Secretary

Office of Ir...astructure Protection
US Department of Home. 1d Security
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To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

cc: (V@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John; Callahan, Mary Ellen

Subject: Re: Statement

Also looping MEC.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:19 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

cc: (K@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John

Subject: Re: Statement

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed.

----- Original Message -----

From: Spaulding, Suzanne

Sent: Tuesday, February 28, 2012 10:04 PM

To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M

(28 (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

(b) (5)

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

cc: (U@ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

Chief of Staff

National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 09:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

cc: (K@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?
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----- Original Message -----
From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 09:07 PM
To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
cc: [(OX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement
(b) (5)

----- Original Message -----
From: Durkovich, Caitlin
Sent: Tuesday, February 28, 2012 @9:03 PM
To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
cc: [OX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: RE: Statement
(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 8:55 PM

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

@Sl (b) (6) Epley, Veronica; Flores, Gina; Flynn, William
Subject: Re: Statement
Couple changes.

Is this accurate? Our FO likes this approach. If there are different opinions, let me know.

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 08:35 PM

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne
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4S8 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

We are still working the dates, but, based upon the document and our recollection, it was
posted to hsin and one cannot access the materials on hsin without a password. Once we get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message ~----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 ©8:20 PM

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne
cc: [(OX@®) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 07:55 PM

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne
cc: (D@ Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 07:52 PM

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael

cc: (D@ Epley, Veronica; Flores, Gina

Subject: RE: Statement
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Can we get the link to the blog post? Need to understand the context.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 7:50 PM

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael

(SN (D) (6) Epley, Veronica; Flores, Gina; Durkovich, Caitlin

Subject: Re: Statement

If we are going this route, we need to oush back stronger. We never approved of this approach
and the individuals who piblished it did so without approval from nppd leadership.

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 ©7:48 PM

To: Spaulding, Suzanne; Beland, Michael

8 (b) (6) Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin
Subject: Re: Statement

Suzanne and Mike,

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip
markings that was posted to HSIN without approval. Here is the draft statement I would like
to send to opa asap.

Here is the link:

http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf

Please let me know if this is ok.

Bob

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 07:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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Boogaard, Peter

From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 8:41 AM
To: Shlossman, Amy; Spauiding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah,
Sandweq. John: Beland, Michael; Davis, Robert M
Cc: . Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
ary Ellen; Chandier, Matthew
Subject: Re: Statement

Right, which according to MEC was a violate of privacy standards. Updated.

(b) (3)

----- Original Message -----

From: Shlossman, Amy

Sent: Wednesday, February 29, 2012 08:38 AM

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah;
Sandweg, John; Beland, Michael; Davis, Robert M

2l (b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Chandler, Matthew

Subject: Re: Statement

+matt

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 08:36 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[d4H(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

According to Bill Flynn, they were not looking at social media. They exceeded their writ by
doing analysis, but it was based on traditional media sources.

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:25 AM

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[l (b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Just talked to our chief privacy officer. At the very least they violated the situational
awareness pii because these individuals did not havew the authority to be looking at social
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media and drawing cinclusions based on that analysis. That is why we changed the language to
privacy standards.

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 08:24 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: (DX@) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

What is the violation of privacy standards?

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:22 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

SN (b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callabhan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Most recent statement is attached.

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 98:19 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[N (D) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.

----- Original Message -----

From: Durkovich, Caitlin

Sent: Wednesday, February 29, 2012 08:16 AM

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

Cc: Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (5)
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(b) (5)

Caitlin Durkovich
Chief of Staff
National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Flynn, William

Sent: Wednesday, February 29, 2012 08:08 AM

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin;
Beland, Michael; Davis, Robert M

28 (D) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Background: IP (POD division) compiles an open source report on critical infrastructure which
is posted to HSIN. The contract for this service recently changed and the new contractor
inappropriately conducted some "analysis" to the open source information (in this case). When
it was brought to my attention the report was pulled (other steps have also been taken).
However the fed staff undertook a thorough review and every source is traditional media. The
report references social media resources but that was found in traditional sources. No
monitoring of social media took place.

William F. Flynn

Acting Assistant Secretary

Office of Infrastructure Protection
US Department of Homeland Security

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 06:47 AM

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

(48 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Based on his review and facts presented to him at the time, Bill Flynn does not believe the
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing
social media in violation of privacy standards. He is double-checking to confirm.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 11:15 PM

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

(S8 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy
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Subject: Re: Statement

(b) (5)

————— Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

Chief of Staff

National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 09:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

SN (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?

————— Original Message -----
From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 99:97 PM
To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
[l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement
(b) (5)

————— Original Message -----
From: Durkovich, Caitlin
Sent: Tuesday, February 28, 2012 @9:03 PM

To: Bo ard, | '; Beland, i " :hi ; Davis, Robert M; Spaulding, Suzanne
[l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; He: , David

Subject: RE: Statement

(b) (3)




(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 8:55 PM

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

N (b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

Couple changes.

Is this accurate? Qur FO likes this approach. If there are different opinions, let me know.

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 08:35 PM

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

We are still working the dates, but, based upon the document and our recollection, it was
posted to hsin and one cannot access the materials on hsin without a password. Once we get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----
From Davis. Robert M
r, February 28 112 08:20 PM

To: Beland Michael; Durko I, Caitlin; Boogaard, Peter; Spaulding, Suzanne
cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?
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Here is the link:
http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf
Please let me know if this is ok.

Bob

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 07:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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Boogaard, Peter

From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 8:25 AM
To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;

Beland, Michael; Davis, Robert M
Epley, Veronica; Flores, Gina; Hess, David;, Grossman, Seth; Callahan,
ossman, Amy

Cc:
ary Ellen;
Subject: Re: Statement

Just talked to our chief privacy officer. At the very least they violated the situational
awareness pii because these individuals did not havew the authority to be looking at social
media and drawing cinclusions based on that analysis. That is why we changed the language to
privacy standards.

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 ©8:24 AM

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[d<l(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

What is the violation of privacy standards?

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:22 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

Sl (b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Most recent statement is attached.

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:15 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Be. d, Micl 21; Davis, Robert M

cc: [(OX@) Epley, Veronica; Flores, Gina; } s, David; Grossman, ¢ h; Cal
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.
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----- Original Message -----

From: Durkovich, Caitlin

Sent: Wednesday, February 29, 2012 08:16 AM

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

[dl(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (5)

Caitlin Durkovich
Chief of Staff
National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

————— Original Message -----

From: Flynn, William

Sent: Wednesday, February 29, 2012 08:08 AM

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin;
Beland, Michael; Davis, Robert M

(Sl (b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Background: IP (POD division) compiles an open source report on critical infrastructure which
is posted to HSIN. The contract for this service recently changed and the new contractor
inappropriately conducted some "analysis" to the open source information (in this case). When
it was brought to my attention the report was pulled (other steps have also been taken).
However the fed staff undertook a thorough review and every source is traditional media. The
report references social media resources but that was found in traditional sources. No
monitoring of social media took place.

William F. Flynn

Acting Assistant Secretary

Office of Infrastructure Protection
US Department of Homeland Security

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 06:47 AM

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

[dSl(b) (6) . Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy
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Sent: Tuesday, February 28, 2012 10:19 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

(@l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John

Subject: Re: Statement

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed.

----- Original Message -----

From: Spaulding, Suzanne

Sent: Tuesday, February 28, 2012 10:04 PM

To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M

(48 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

(b) (5)

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 ©9:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

d3l(b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

Chief of Staff

National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 09:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

[l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?

----- Original Message -----
From: Boogaard, Peter
Tuesday, Febri -~y 28, 2012 09:07 PM
To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
cc: (OB Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement
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(b) (5)

----- Original Message -----
From: Durkovich, Caitlin
Sent: Tuesday, February 28, 2012 ©9:03 PM
To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
Cc: (U@ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: RE: Statement
(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 8:55 PM

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

(<M (b) (6) Epley, Veronica; Flores, Gina; Flynn, William
Subject: Re: Statement
Couple changes.

Is this accurate? Our FO likes this approach. If there are different opinions, let me know.

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 08:35 PM

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne
cc: (WX@) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Sta nt

We are still working the dates, but, based upon the document and our recollection, it was
posted to hsin and one cannot access the materials on hsin without a password. Once we get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland
Chief of Staff
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Office of Infrastructure Protection
National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 08:20 PM

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 07:55 PM

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne

[l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement
+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 087:52 PM

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael

Sl (b) (6) Epley, Veronica; Flores, Gina

Subject: RE: Statement
Can we get the link to the blog post? Need to understand the context.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 7:50 PM

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael

Sl (b) (6) Epley, Veronica; Flores, Gina; Durkovich, Caitlin

Subject: Re: Statement
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If we are going this route, we need to oush back stronger. We never approved of this approach
and the individuals who piblished it did so without approval from nppd leadership.

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 07:48 PM

To: Spaulding, Suzanne; Beland, Michael

Cc: McConnell, Scott; Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin
Subject: Re: Statement

Suzanne and Mike,

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip
markings that was posted to HSIN without approval. Here is the draft statement I would like
to send to opa asap.

Here is the link:

http://wwwl.rollingstone.com/extras/13637_DHS%201IP%20Special.pdf

Please let me know if this is ok.

Bob

(b) (3)

----- Original Message -~---

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 07:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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Boogaard, Peter

From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 8:23 AM
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland. Michael; Davis, Robert M
Cc: Epley, Veronica; Flores, Gina, Hess, David; Grossman, Seth; Callahan,
ary Ellen; Shlossman, Amy
Subject: Re: Statement

Most recent statement is attached.

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 08:19 AM

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

Sl (D) (6) . Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.

----- Original Message -----

From: Durkovich, Caitlin

Sent: Wednesday, February 29, 2012 98:16 AM

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: [(OXG) . Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (5)

Caitlin Durkovich
Chief of Staff
National Protection and Prc ‘ams Directorate U.S. | *tment of Homeland urity

(b) (6)

----- Original Message -----

From: Flynn, William

Sent: Wednesday, February 29, 2012 ©8:08 AM

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin;
Beland, Michael; Davis, Robert M
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[«SW(b) (6) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy
Subject: Re: Statement

Background: IP (POD division) compiles an open source report on critical infrastructure which
is posted to HSIN. The contract for this service recently changed and the new contractor
inappropriately conducted some "analysis" to the open source information (in this case). When
it was brought to my attention the report was pulled (other steps have also been taken).
However the fed staff undertook a thorough review and every source is traditional media. The
report references social media resources but that was found in traditional sources. No
monitoring of social media took place.

William F. Flynn

Acting Assistant Secretary

Office of Infrastructure Protection
US Department of Homeland Security

----- Original Message -----

From: Spaulding, Suzanne

Sent: Wednesday, February 29, 2012 066:47 AM

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

M (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Based on his review and facts presented to him at the time, Bill Flynn does not believe the
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing
social media in violation of privacy standards. He is double-checking to confirm.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 11:15 PM

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

cc: (DX@) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy
Subject: Re: Statement

(b) (3)

----- Original Message -----

From: Kroloff, Noah

Sent: Tuesday, February 28, 2012 11:12 PM

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael;
Davis, Robert M

M (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Shlossman, Amy
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Subject: Re: Statement
Where r we on this

----- Original Message -----

From: Sandweg, John

Sent: Tuesday, February 28, 2012 190:26 PM

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M
(W8 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy

Subject: Re: Statement

Definitely think that the more we can push back on any inaccuracies the better.

That said, assuming he isn't going to pull down the blog post, with other similar privacy
related issues out there, we need a clear statement that explains that this report was
drafted in violation of our privacy standards.

+ Noah and Amy.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:21 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

[dSN(D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John; Callahan, Mary Ellen

Subject: Re: Statement

Also looping MEC.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:19 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

28 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John

Subject: Re: Statement

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed.

----- Original Message -----
From: Spaulding, Suzanne
Sent: Tuesday, February 28, 2012 10:04 PM
To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M
[l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement
(b) (5)
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----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

(Sl (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

Chief of Staff

National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 69:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
[d3M(b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 ©9:07 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

(Sl (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

(b) (5)

----- Original Message -----
From: Durkovich, Caitlin
Sent: Tuesday, February 28, 2012 09:03 PM
To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
(4l (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: RE: Statement
(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.

————— Original Message-----
From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 8:55 PM
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To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

cc: (DX@) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

Couple changes.

Is this accurate? Our FO likes this approach. If there are different opinions, let me know.

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 ©8:35 PM

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

28 (b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

We are still working the dates, but, based upon the document and our recollection, it was
posted to hsin and one cannot access the materials on hsin without a password. Once we get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 08:20 PM

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne
cc: (OX@) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?

(b) (5)

----- Original Message -----
From: Beland, Michael
Sent: Tuesday, February 28, 2012 07:55 PM
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Boogaard, Peter

From: Boogaard, Peter
Sent: Wednesday, February 29, 2012 8:20 AM
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John;
Beland, Michael. Davis, Robert M
Cc: ' Epley, Veronica, Flores, Gina; Hess, David; Grossman, Seth; Caliahan,
ary Ellen; Shiossman, Amy
Subject: Re: Statement

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback
statement. We have included in the most recent draft that the info came from open source
material.

————— Original Message -----

From: Durkovich, Caitlin

Sent: Wednesday, February 29, 2012 08:16 AM

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John;
Beland, Michael; Davis, Robert M

cc: (DG Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

(b) (3)

Caitlin Durkovich
Chief of Staff
National Protection and Programs Directorate U.S. Department of Homeland Security

(b) (6)

----- Original Message -----

From: Flynn, William

Sent: Wednesday, February 29, 2012 08:08 AM

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin;
Beland, Michael; Davis, Robert M

cc: [(OX@) Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,
Mary Ellen; Shlossman, Amy

Subject: Re: Statement

Background: IP (POD division) compiles an open source report on critical infrastructure which
is posted to HSIN. The contract for this service recently changed and the new contractor
inappropriately conducted some "analysis" to the open source information (in this case). When
it was brought to my attention the report was pulled (other steps have also been taken).
However the fed staff undertook a thorough review and every source is traditional media. The
ref 't references social media resources but that was found in traditional sources. No
monitoring of social media took place.

William F. Flynn

Acting Assistant Secretary

Office of Infrastructure Protection
US Department of Homeland Security

(b) (6)
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+ Noah and Amy.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:21 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

cc: (DG Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John; Callahan, Mary Ellen

Subject: Re: Statement

Also looping MEC.

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 10:19 PM

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M

cc: (OXG) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman,
Seth; Sandweg, John

Subject: Re: Statement

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed.

----- Original Message -----
From: Spaulding, Suzanne
Sent: Tuesday, February 28, 2012 10:04 PM
To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M
[dl(b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

(b) (5)

----- Original Message -----

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 09:43 PM

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne

[l (D) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

DUS Spaulding is out of her speaking engagement and is going to review report, blog and
statement.

Caitlin Durkovich

( - of Staff

{ " P | | | .0 at 1t of Homeland Security

(b) (6)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 99:24 PM

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
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cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement

Can you confirm that this accurate?

----- Original Message -----
From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 09:07 PM
To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
cc: (D@ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: Re: Statement
(b) (5)

----- Original Message -----
From: Durkovich, Caitlin
Sent: Tuesday, February 28, 2012 09:83 PM
To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne
[l (b) (6) Epley, Veronica; Flores, Gina; Flynn, William; Hess, David
Subject: RE: Statement
(b) (5)

If anything, I think we should consider calling Hastings and help him understand our mission.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 8:55 PM

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne

cc: [(OXG) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

Couple changes.

Is this accurate? Our FO likes this approach. If there are different opinions, let me know.

(b) (3)
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From: Beland, Michael
Sent: Tuesday, February 28, 2012 08:35 PM
To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

[d3(b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

We are still working the dates, but, based upon the document and our recollection, it was
posted to hsin and one cannot access the materials on hsin without a password. Once we get
the dates, we'll pass them along, but that may not be before you push this out.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 08:20 PM

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne

«l(b) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement

More strongly worded.
Accurate?

(b) (5)

----- Original Message -----

From: Beland, Michael

Sent: Tuesday, February 28, 2012 07:55 PM

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne

d+l(h) (6) Epley, Veronica; Flores, Gina; Flynn, William

Subject: Re: Statement
+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that.

Michael Beland

Chief of Staff

Office of Infrastructure Protection

National Protection and Programs Directorate U.S. Department of Homeland Security

————— Original Message --~---

From: Durkovich, Caitlin

Sent: Tuesday, February 28, 2012 07:52 PM

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael
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[d+l(b) (6) Epley, Veronica; Flores, Gina

Subject: RE: Statement
Can we get the link to the blog post? Need to understand the context.

----- Original Message-----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 7:50 PM

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael

@l (b) (6) Epley, Veronica; Flores, Gina; Durkovich, Caitlin

Subject: Re: Statement

If we are going this route, we need to oush back stronger. We never approved of this approach
and the individuals who piblished it did so without approval from nppd leadership.

----- Original Message -----

From: Davis, Robert M

Sent: Tuesday, February 28, 2012 ©7:48 PM

To: Spaulding, Suzanne; Beland, Michael

(gl (b) (6) Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin
Subject: Re: Statement

Suzanne and Mike,

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip
markings that was posted to HSIN without approval. Here is the draft statement I would like
to send to opa asap.

Here is the link:

http://wwwl.rollingstone.com/extras/13637_DHS%201P%20Special.pdf

Please let me know if this is ok.

Bob

(b) (5)

----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 987:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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Boogaard, Peter

From: Boogaard, Peter

Sent: Wednesday, February 29, 2012 8:15 AM

To: (b) (6) Chandler, Matthew; Colburn, Brent
Subject: Re: Hastings

Just talked to our chief privacy officer. At the very least they violated the situational awareness pii because these
individuals did not havew the authority to be looking at social media and drawing cinclusions based on that analysis.
That is why we changed the language to privacy standards.

From: [(DIG)

Sent: Wednesday, February 29, 2012 08:09 AM

" To: Boogaard, Peter; Chandler, Matthew; Colburn, Brent
Subject: RE: Hastings

In statements to press recently?

From: Boogaard, Peter ((§)X(9)]

Sent: Wednesday, February 29, 2012 08:08 AM Eastern Standard Time
To: Chandler, Matthew; Stevens, Clark; Colburn, Brent

Subject: Re: Hastings

And we stated a number of tmes that our privacy standards precluded us from monitoring the protests.

From: Chandler, Matthew
Sent: Wednesday, February 29, 2012 08:06 AM

To: [OIG) Boogaard, Peter; Colburn, Brent
Subject: Re: Hastings

its on HSIN - basically alf fusion centers and a fair number of state and locals.

The doc was released by wikileaks however

From: [QX®)

Sent: Wednesday, February 29, 2012 08:04 AM
To: Boogaard, Peter; Colburn, Brent

Cc: Chandier, Matthew

Subject: RE: Hastings

Who has access to the network? Also, how does it violate privacy policy if it's all from articles?

----- Original Message-----

From: Boogaard, Peter () .
Sent: Wednesday, February 29, 2012 07:27 AM Eastern Standard Time
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----- Original Message -----
From: Boogaard, Peter
Sent: Tuesday, February 28, 2012 07:31 PM

To: Davis, Robert M
Subject: Statement

let me know when you have a draft. Thanks man
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let me know when you have a draft. Thanks man
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